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Did you catch a Phish this summer?  During the week of June 27th, you may [or may not] notice an
email that came from a staged phishing exercise. By design, this training exercise mimics actual phishing
emails we encounter. It appeared to originate from RWU's IT department asking employees to update
their account security settings - via a hyperlinked form to enter their password and mobile phone number.
This live training aims to safely prepare us for cyber threats we previously encountered and expect will
continue. Unlike a real phish, the hyperlink in the email goes to a safe page. Any data entered by a user

"evaporates" after clicking the submit button, and the user gets redirected to a training page detailing the
signs to spot this phish.

Overall, the RWU Community continues to make significant progress in identifying and reporting phishing

threats. In this latest test, we are happy to report a 98% overall success rate. Most important is how

quickly users report suspicious emails to RWU
to trick you into sending them your one-time MFA code. This is just another clever trick to circumvent
RWU's security controls and the reason why last month's live training asked users to enter their
mobile phone number used for MFA access codes.

Don't get hooked on future phishing emails [training or actual]. You are the RWU's first and last line
of defense against phishing attacks. If you encounter an email with [EXT] in the subject line that
includes hyperlinks or attachments, proceed with caution. If unsure, do not hesitate to ask

MediaTech for assistance or forward the email to spam@rwu.edu

. Security awareness is one of our
best defenses against phishing threats. If you have not completed
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